K2 CLOUD

Cepsuc

OnucaHune

PeleHnsa 1 BeHO0pPbI YpoBeHb CSS

MOHUTOPWHT COBbLITUI 1
nHumaeHTos UT-6e3onacHocTn
(SIEM, log management)

YnpasrieHue n pearnposaHue
Ha MHUMOEHTbI
(IRP/SOAR)

MexceTeBON 3KpaH
(nakeTHbIN GunbTp)

3almTa KaHanoB CBA3MN.
MexceTeBble aKpaHbl
(NGFW)

O6Hapy)xeHvie 1 NpefoTBpaLLeHne
BTOPXKEeHU (IPS)

Kpuntorpaduyeckas 3awmuta
KaHaoB CBA3M

VPN. MNonb3oBaTenbCKNin CerMeHT

Axanus ceteBoro Tpaguxa (NTA)

Cuctema obHapyeHui
OT KOMMJIEKCHbIX LeNneBblX aTaK

AHTUBUPYC

3almTa oT BPpeAoHOCHbIX MPOrpamm
— (X/E/M)DR pelueHune

KoHTeHTHas cunbTpaums (Proxy
Server)

3awmTa Beb-npunoxxerHunin n API
(WAF, WAAP)

Anti-DDoS

YnpaBneHue ys3B1MOCTAMM
(Vulnerability management)

3awuTa BUpTYanmsaumm

NoeHTumKaums v ynpasneHme
poctynom (IDM/IAM)

MHorodakTopHasa ayTeHTUmKaumns
(MFA)/SSO

3awmTa 6as faHHbIX
(DAM, Database Firewall)

30Hbl be3onacHoCTH

dunbTpaums NoUYToBOro Tpadmka

KOHTpoOsb NpMBUNErMpOBaHHbIX
nonb3oBaTesiei Ha cepBepax
(PAM)

MpepoTeBpalleHne yTeuek
KOH(hUAeHLUManbHom nHhopmaLmm
(DLP)

VLAN

Knbeppassenka
(D)

[MoBblWweHne ocBeOoOMJIEHHOCTU
nepcoHana
(Security Awareness)

3almTa KoHTelHepoB

3almeHHbIn obMeH dannamm
(VDR)

YcuneHve 3almweHHOCTN CUCTEMBI
C LeSIbIO CHUXEHWS PUCKOB
OT BO3MOXHbIX Yrpo3

Ananus yrpos (Threat Hunting)

YnpasneHune o6HOBNEHNAMM

MonuTrku, pernameHTbl, NpoLeaypbl
(pazpaboTka 4OKYMEHTOB)

LleHTpanun3oBaHHbIV cbop,
HopManu3aLus, XpaHeHUe XXypHanoB
perucrpauuu, Koppensaums cobbiTui
6e30MacHoOCTH, onoBeLleHne

06 obHapy)eHHbIX yrpo3ax.
CobbITWS NOCTYMNatT OT TUMOBbIX

N HETUMOBbIX UCTOYHUKOB.

OunbTpaums Tpaduka

CHWXXeHVe YyPOBHS PUCKOB
6esonacHocTy Npu nepegaye
NHhopMaLn Mexay 30HamMu
6e3onacHocTn

MpepnoTtepalieHne

B aBTOMaTMYECKOM pexunme
HeCcaHKLMOHWMPOBAHHOIO OCTYyMNa
K KOprnopaTuBHbIM
MH(OPMaLMOHHbBIM CUCTEMAM

KaK Ha rpaHuLe, Tak U BHYTpU ceTu

OpraHunsauus WwmdpoBaHHOro
KaHana CBA31 Mexay naowagkamm
(30HaMu [OCTYMHOCTKW) NPEANpPUSATUS

OpraHusaums yoaneHHoro
NOAK/OYEHMSA COTPYAHUKOB
K cepBucaM nNpeanpuaTmns

Ob6Hapy»xeHne BpeoHOCHOM
aKTUBHOCTM Ha nNepumMeTpe
1 BHYTpPK CeTn, B TOM Yucne
B 3alIMppoBaHHOM Tpadurke

Mepeposas 3awmrta
OT KOMMJIEKCHbIX Yrpo3
M ueneBblX aTak

3awmTa oT BpeLOHOCHOr0 KoAa

KomnnekcHoe pelueHue Ha 6ase
HOBEWMLWUX TEXHOSIOTUIA ANS 3aWNTbI
KOHeuHbIX ycTporicTB Windows/Linux
1N OAHHBIX Ha HUX

3awmTta HTTP-, HTTPS-
n FTP-Tpadka, npoxoasiLero
yepes NpoKcu-cepeep

3awmTa Be6-npunoxeHui

OT BPEA,OHOCHBIX aTak

N HEeXeNaTenbHOrO MHTEPHET-
Tpachrka, B TOM uncne 60ToB,
MHBEKLMOHHbIX aTaK W aTak Tvna
«0TKa3 B 0bcnyxunsaHum» (DoS)
Ha YPOBHE MPUNOXEHWI

CHwuxeHune puckos DDOS-aTak

OueHKa peanbHOro ypoBHS
3awmuleHHocTy UT-
MHPaCTPYKTYpbl, NOCTPOEHME
npotiecca ynpasneHus
ys3BUMOCTSIMU, pa3paboTka
PernaMmeHToB CKaHNMPOBaHUA

N YCTPaHEHWS yS3BUMOCTEN

3almTa BUpTyasnbHOWM
NH(PACTPYKTYpbl, peanusaums
MexaHn3mMoB 6e3onacHocTm

no TpeboBaHMAM perynsTopos

LleHTpan13oBaHHOE ynpasneHve
YUYETHBIMM 3aNUCAMU U NpaBaMm
nosib3oBaTenen Bcex
MH(OPMALMOHHbIX CUCTEM
npegnpuaTus

KOMMOHEHT cuctembl
naeHTudmKauumn n ynpasneHuns
LOCTYNoM, KOTOPbIN TpebyeT

OT MoJib30BaTesen NOATBEPKAEHMS
JINYHOCTU C UCMOSIb30BaAHNEM

KaK MUHVMYM OBYX pasfnyHbIX
(haKkTOPOB NPOBEPKHU, Npexae

4YeM NpefocTaBUTb UM [OCTYM

K UT-aKTMBaM npennpuatug

ObecneueHune 6esonacHocTn CYB/,
1 He3aBMUCKMbIN ayauT onepauuii
¢ 6azamu gaHHbIX

OpraHu13yTCs Ha MEXCETEBOM
3KpaHe Ana BbloeneHus
NPOAYKTUBHOW 30HbI, 30HbI
CepBepPOB C KOH(UAEHLMANTBHON
nHopmauweii (B obnake)

3almTa oT aTak, pacnpocTpaHaeMbIxX
npn NOMOLLN 3NTEKTPOHHbIX
coobLLeHnn

OTcnexusaHune feicTBmn
yAaneHHbIX U JIOKanbHbIX
nosib3oBaTenel KoprnopaTuBHOM
ceTu. MpuUMeHsieTcs Aas KOHTpons
3a NpUBUIErMpoBaHHbIMU
nosib30BaTeNs 1 Nosib3oBaTeNnsamMu
TpeTbel CTOPOHbI

3awuTa npegnpuaTms oT yTeuek
MHhopmaLmnn

Mepa 6e3omnacHoCTM, No3BoONSOWASs
[eNnTb KOPNopaTUBHYHO CeTb

Ha NIorMYecKne CerMeHTbl
He3aBVCMMO OT (hM3MYECKON
Tononoruu (8 obnake)

NHhopMaLmst 06 akTyanbHbIX
yrposax 1 rpynnmpoBKax
KnbepnpecTynHMKOB, NO3BONSET
SOC ynyywnTb Ka4ecTBo
MOHWUTOPUHra

ObyueHne, ULLMHIOBbIE PACCHINKM
N TeCTupoBaHMe No aKTyaslbHbIM
Temam UT-6esonacHoCcTn

KomnnekcHoe pelerHne 454 3awmThbl
cpen, KoOHTeHepu3aLuum, eauHblin
MHTEePhenc Ko BCEM U3BECTHbIM
cnocobam 3aLuTbl KOHTENHEPOB

CospaHuve 6e3onacHoro
NPOCTPaHCTBa 4J19 XpaHeHus

1 COBMECTHOM paboThbl

C AOKYMEeHTaMn C BO3MOXXHOCTbIO
npefocTaBfieHns pasHbIX YPOBHeN
[0CTyna K HUM

[Mpouecc peannsyeTcsa nytem
6onee ToHKoM HacTpolkn OC/UC.
Wcnonbayem npakTtukuy ot Center
for Internet Security (CIS)

MpoaKTUBHbIV NOUCK CNefoB
B3/I0Ma UK PYHKLIMOHNPOBAHUS
BPeOOHOCHbIX Mporpamm B 06xop,
CYLLLECTBYHOLLMX CPEACTB 3aLLMThbl
MHhopmaLmun

[lomoraem TectmpoBsaTb
1 ycTaHaBnvBaTb 06HOBNEHUS
Ha MO npeagnpuaTna

[omoraem BHepATb NPOLLECCHI
NT-6e3onacHocTu. PazpabaTtbiBaem
NaKeTbl AOKYMEHTOB: OT KOHLI,GI'ILI,VII?I
passutusa NT-6esonacHocTu

[0 npoueayp

SOC MSSP K2 KnbepbesonacHocTb, I

Kaspersky KUMA, R-Vision, Security Vision

-

Cloud Firewall I,1I

Kopn BesonacHoctn KoHTUHeEHT, Check I
Point, Ideco UTM, Sangfor, Infotecs
ViPNet X-Firewall, UserGate, CmapT-CodhT

Traffic Inspector Next Generation

LeTtekTop atak KoHTMHeHT, Check Point,
UserGate, ViPNet IDS

Kop besonacHoctn KoHTuHeHT, C-Teppa,
Check Point, ViPNet

Kop BesonacHoCTn KOHTUMHEHT,
Kpuntolpo NGate, C-Teppa, ViPNet

—

F.A.C.C.T Threat Hunting Framework

Athena, F.A.C.C.T Sandbox, Kaspersky
Anti Targeted Attack (KATA)

—
—

— — — —
— — — — — — — — — —

Kaspersky

CheckPoint Harmony, Kaspersky EDR/EDR
Optimum, Group-IB XDR

Kaspersky Web Traffic Security,
UserGate UTM

BebmoHuTOp3KC, SolidWall WAF,
Radware AppWall

—
—

Mitigator, Tenekom Bupxa Complete
DDoS Protection, Qrator

AnTtakc Copt RedCheck

—
—

Kop besonacHocTtu vGate, KoHtmnaeHT
Dallas Lock B

Avanpost, 1IDM

—
—
—

Aladdin, Avanpost, Indeed, Multifactor

—
—

lFapga b

Cloud VPC

—
—

CyboNet Mail SeCure, F.A.C.C.T
Atmosphere, Kaspersky Secure Mail
Gateway

—
—

ATy bactnon CKANY, Indeed PAM,
Infrascope NGR Softlab, Solar Safeinspect

InfoWatch Traffic Monitor,
Zecurion DLP

Cloud VLAN

F.A.C.C.T Threat Intelligence,
Kaspersky Threat Intelligence

—
—

Kaspersky ASAP, Phishman

Kaspersky Container Security, Luntry

mFlash, MitraSoft Vaultize,
Secret Cloud Enterprise

—
—

SkcnepTtnsa KPOK ObnayHble cepBuchl
1 K2 KnbepbesonacHocTb

SkcnepTtnsa KPOK ObnavHble cepBuchI IT

1 K2 KnbepbesonacHocTb

SkcnepTtnsa KPOK ObnayHble cepBuchI
1 K2 KnbepbesonacHocTb

—
—

— — — — — — — —

SkcnepTtnsa KPOK ObnayHble cepBuchI
1 K2 KnbepbesonacHocTb
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NpoeKTbl N060I CNOXHOCTH



